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1 About Weihong IIoT Solution 

Weihong Industrial Internet of Things Solution (hereinafter referred to as 
Weihong IIoT Solution) is independently developed by Shanghai Weihong 
Electronic Technology Co., Ltd (hereinafter referred to as Weihong). Based on 
monitoring of CNC systems, it offers a solution to production management, device 
management and business innovation. 

Weihong IIoT Solution includes the following: 

• NcGateway (Previously known as NcCloud Assistant.) 

– It provides data interfaces and communication protocols for the CNC 
system to connect to the Internet. 

– At present, it is built in most of Weihong CNC systems. 

• xFactory (Previously known as NcCloud Smart Factory.) 

  A standard solution for CNC systems to connect to the Internet. 

  It provides the following: 

– The standard MES (Manufacturing Execution System). 

– The data interfaces for all information systems. 

• NcCloud Industrial Internet Platform (Previously known as NcCloud Service. 
Hereinafter referred to as NcCloud.) 

  It provides the following: 

– Remotely monitoring machine tools based on the public cloud. 

– Production management and device maintenance. 

– Technical support, equipment leasing and other functions for 
cooperation among multiple enterprises. 

– Cloud data interfaces for system integrators and service providers to use 
advanced applications. 

– Two versions, Web and WeChat, for production monitoring. 
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2 Introduction 

NcGateway is a component of Weihong IIoT solution. 

Installation packages of the latest version of Weihong CNC software NcStudio have 
successfully integrated NcGateway. That is, NcGateway will be automatically 
installed at the same time when NcStudio is installed. 

The functions of NcGateway upgrade along with the upgrade of NcCloud and 
xFactory. Therefore, it is recommended to use the latest version of NcGateway to 
get full functions of NcCloud and xFactory. 

With NcGateway, you can achieve the following: 

• Checking the information of the CNC system 

  It is used to check and edit the basic information of the CNC system and check 
the telephone number of the support professional. 

• Managing data 

  This function needs to be authorized. 

  It is used to enable communication protocols for data transmission, such as 
MTConnect, OPC UA and Modbus, and use SQLite database to locally back up 
data. 

• Connecting the CNC system to the Internet 

  It is used to connect the CNC system to the Internet. And then through 
NcGateway, you can bind NcCloud and send data to NcCloud online. 

• Remotely monitoring the CNC system 

  It is used to remotely connect and control other CNC systems. 

• Reporting a repair online 

  It is used to send repair information of the CNC system to the specified 
maintainer and check repair records online. 

• Registering the CNC system 

  It is used to get information about registration, including the QR code, device ID 
and registration information, and scan the QR code by WeChat version of 
NcCloud, so as to register the CNC system. 
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• Analyzing data 

  It is used to check yesterday’s utilization rate and OEE of the machine tool, 
distribution of today’s working time (running, idle, E-stop and unavailable 
status) and today’s alarm statistics (errors, warnings and information). 

• Doing system setup 

  It is used to set your language preference of NcGateway, IP or domain name of 
xFactory and frequency of NcGateway sampling data from NcStudio. 

System Architecture 

The architecture of NcGateway is as follows: 

 

NcGateway acquires data and instructions from NcStudio, and transmits them to 
NcCloud and xFactory or a third-party enterprise information system. 
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3 Quick Start 

Through this section, you can quickly know the basic procedure of using 
NcGateway. 

The basic procedure is as follows: 

1. Install NcGateway. 

2. Connect the CNC system to the Internet. 

3.1 Install NcGateway 

If the latest version of NcGateway has already been built in NcStudio, you can 
directly use it. Otherwise, you need to manually install it. 

If you are not sure whether NcGateway has been built in NcStudio, see How to 
know if NcGateway has been installed in the current system? for details. 

Before installing NcGateway, ensure the following: 

• NcStudio has been installed. 

  If you are not sure whether NcStudio has been successfully installed or cannot 
install NcStudio, please contact us. 

• The version of operating system meets the lowest version: 

Operating system Lowest Version 

Windows 7 Service Pack 1 

Windows 8 — 

Windows 8.1 — 

Windows 10 — 

Windows Server 2003 Service Pack 2 

Windows Server 2008 Service Pack 2 

Windows Server 2008 R2 Service Pack 1 

Windows Server 2012 — 

Windows XP Service Pack 3 

Windows Vista Service Pack 2 
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To install NcGateway, do the following: 

1. To download the installation package of NcGateway, enter the official website 
of NcCloud (https://nccloud.weihong.com.cn), click Download, input the 
keyword NcGateway, search NcGateway and download its latest installation 
package. 

2. Open the installation package and follow the wizard. 

After installing NcGateway, to open NcGateway, find NcCloud / NcGateway folder 
in Start menu and click NcGateway: 

 

3.2 Connect the CNC System to the Internet 

This operation is used to make the CNC system automatically send data to the Web 
version of NcCloud. 

To connect the CNC system to the Internet, do one of the following: 

• By the ethernet 

• By the USB interface 
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3.2.1 By the Ethernet 

It is applicable to the following: 

• Weihong CNC system with the PC architecture. 

• Weihong CNC system with the ARM architecture, including NK260 series and 
NK280 series. 

To connect the CNC system to the Internet by the ethernet, do the following: 

1. Connect the CNC system to your company’s internal network through the 
ethernet interface on the CNC system. 

2. Set the router of the internal network. 

3.2.2 By the USB Interface 

It is only applicable to Weihong CNC system with the PC architecture. 

To connect the CNC system to the Internet by the USB interface, do the following: 

1. Connect the CNC system to the networking device (USB-Wi-Fi or USB-4G type) 
through the USB interface. 

2. Install the corresponding drive program and complete the configuration. 
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4 Advanced Operations 

Through this section, you can quickly know advanced operations of NcGateway. 

Including the following: 

— Check and edit the information of the CNC system. 

— Use data management. 

— Use remote monitoring. 

— Use online repair. 

— Register the CNC system. 

— Check data analysis. 

— Use system setup. 
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4.1 Check and Edit the Information of the CNC System 

This operation is used to check and edit the basic information of the CNC system, 
and check the telephone number of technical supports. 

You need to manually edit all information in Device Info interface, except Device ID 
and Registration information because NcGateway can directly read such 
information from NcStudio. 

To check and edit the information of the CNC system, do the following: 

1. To enter Device Info interface, click Device Info: 
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2. To edit the basic information of the CNC system, click Edit and edit information 
in Edit Device Info dialog box: 

   

  The edited information will be synchronized with that in Send on Device 
dialog box of Online Repair. See Report a Repair by the CNC system on your PC 
for details. 
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4.2 Use Data Management 

This operation is used to enable communication protocols for data transmission, 
such as MTConnect and OPC UA, and use SQLite database to locally back up data. 

To use data management, do the following: 

1. To enter Data Management interface, click Data Management: 

   

2. Import an authorization file. 

3. Do one of the following: 

– Enable MTConnect protocol. 

– Enable OPC UA protocol. 

– Enable local data backup. 
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4.2.1 Import an Authorization File 

After importing an authorization file to NcGateway, the Weihong CNC system will 
provide the internet data interface and backup service for local data. Therefore, 
before using NcCloud, you should finish data authorization. 

Before importing an authorization file, do the following: 

• Install the latest NcGateway. 

  After installation, there is a NcCloud Assistant button in the integrated CNC 
system. 

• Prepare an authorization file. 

  If you have no authorization file, please contact us. 

  Note: An authorization file is exclusive to the device ID. If the system is written again, please get an 
new authorization file and import it. 

• Save a sig.key authorization file in the file folder named by device ID and save 
the file folder in the root directory of a USB flash disk. 

To import an authorization file, do one of the following: 

• To the integrated CNC system 

• To the board card 

4.2.1.1 To the Integrated CNC System 

This operation is used to import an authorization file to the integrated CNC system 
that has not been authorized or needs to be authorized again. 

To import an authorization file to the integrated CNC system, do the following: 

1. Power up the integrated CNC system and start the Weihong software NcStudio. 

2. Insert the USB flash disk with an authorization file into the integrated CNC 
system. 



上海维宏电子科技股份有限公司 

SHANGHAI WEIHONG ELECTRONIC TECHNOLOGY CO., LTD. 

 12 / 31 

 

3. To start NcGateway, press NcCloud Assistant button: 

   

4. To enter data management interface, press F2: 
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5. To import the authorization file, press ↑ / ↓ / ← / →, select the target 
authorization file in File list area and press F1. 

  Note: Even if the imported authorization file is invalid, it still covers the original one. 

4.2.1.2 To the Board Card 

To import an authorization file to the board card, do the following: 

1. To start NcStudio on your PC, start your PC and do one of the following: 

– Click Start → All Programs → NcStudio. 

– Double click the icon NcStudio in the desktop. 

2. Return to the desktop, click Start → All Programs, find and right click 
NcGateway, select Run as Administrator. NcGateway dialog box pops up: 

   

3. To import the authorization file, click Data Management → Import File, select 
the target authorization file and click Import. 

After importing the authorization file, the prompt Succeeded in importing KEY 
occurs. 

Note: If the imported authorization file is invalid, such a prompt still occurs, but you cannot use part 
functions of NcGateway. 
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4.2.2 Enable MTConnect Protocol 

After importing the authorization file, the character MTConnect at the bottom of 
Data Management interface turns green. That is, MTConnect protocol is 
successfully enabled and connected. Otherwise, the character turns yellow. 

After enabling MTConnect protocol, input the following URL to check MTC data: 

• NcStudio on your PC: http://127.0.0.1:5000/current 

• The other NcStudio: http://IP:5000/current 

The MTC data showed in the interface differs in NcStudio settings. 

4.2.3 Enable OPC UA Protocol 

After importing the authorization file, the character OPC UA at the bottom of Data 
Management interface turns green. That is, OPC UA protocol is successfully enabled 
and connected. Otherwise, the character turns yellow. 

After enabling OPC UA protocol, to check the running data of machine tools, add 
these machine tools to xFactory. 

Parameters showed in the interface of xFactory differ in NcStudio settings. 

4.2.4 Enable Local Data Backup 

This operation is used to back up the running data of NcStudio to the built-in 
database as a file, so as to check and extract the running data later. 

Before enabling local data backup, ensure the authorization file has been imported. 

To enable local data backup, do the following: 

1. Modify the value of backupenable in the configuration file 
whcnc_paramsdict.json to Y. 

2. Restart NcCloudAdapter.exe. 

The character Backup at the bottom of Data Management interface turns green. 
That is, local data backup is successfully enabled. Otherwise, the character turns 
yellow. 
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After enabling local data backup, the running data is automatically backed up to the 
built-in database as a file: 

• File format: .db. 

• Storage path: D:\Naiky, or C:\Naiky without D disk. 

• File name: Device ID.Generated date. 
E.g. WHNC-0L5S-GNGN-0001.20180104.db  

Note: Database updates once a month. When the hard disk is full, local data backup is disabled and 
NcGateway automatically deletes the earliest files in the database. 

4.3 Use Remote Monitoring 

This operation is used to remotely monitor and control the target CNC system. 

To use remote monitoring, do the following: 

1. To enter Remote Monitor interface, click Remote Monitor: 

   

2. Do one of the following: 

– Bind NcCloud. 

– Use remote assistance. 
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4.3.1 Bind NcCloud 

NcCloud provides device management, maintenance, leasing and the other services 
about routine production on the cloud. It supports both Web version and WeChat 
version. 

To bind NcCloud, do the following: 

1. Click Bind NcCloud in NcCloud area. Bind NcCloud dialog box pops up: 

   

  The information of the current CNC system shows in the dialog box, including 
the QR code, device ID and verification code. 

2. To add machine tools to NcCloud, do one of the following: 

– By WeChat version 

– By Web version 

3. To register NcCloud, do one of the following: 

– By WeChat version 

– By Web version 
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4.3.2 Use Remote Assistance 

This operation is used to remotely control the current CNC system. After logging in 
Remote Control（Sunflower） of the company Oray, technical supports can 
remotely upgrade NcStudio, adjust NcStudio parameters and provide 
demonstrations for help-seekers. 

Before using remote assistance, ensure the remotely controlled CNC system has 
installed NcGateway. 

To use remote assistance, do one of the following: 

• For technical supports, do the following: 

1. Install Remote Control（Sunflower）. Download URL of Remote 

Control（Sunflower）: 
https://sunlogin.oray.com/enterprise/download 

2. To check Identification code and Verification code on NcGateway, 
click Remote Support in Remote Support area of Remote Monitor 
interface. 

3. Input Identification code and Verification code to Remote Control
（Sunflower）. 

• For non-technical supports, click Remote Support in Remote Support area of 
Remote Monitor interface, check and send Identification Code and 
Verification Code to a technician. 
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4.4 Use Online Repair 

This operation is used to send repair information of the CNC system to the specified 
maintainer and check repair records online. 

To use online repair, do the following: 

1. To enter Online Repair interface, click Online Repair: 

   

2. Optional: Check repair records. 

3. Report a repair online. 
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4.4.1 Check Repair Records 

This operation is used to check all historical repair records of the CNC system, 
including the time to report the repair, repair ID, current status, current node, 
problems and available operations of the repair record. 

To check repair records, do the following: 

1. Check all repair records of the CNC system in Repair Record area of Online 
Repair interface. 

2. To enter Repair Information interface and check the details about the repair 
record, click View in Operation column of the target repair record: 

   

4.4.2 Report a Repair Online 

To report a repair online, do one of the following: 

• By the CNC system on PC 

• By the QR code 
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4.4.2.1 By the CNC System on your PC 

To report a repair by the CNC system on your PC, do the following: 

1. Click Send on Device in New Repair area of Online Repair interface. Send on 
Device dialog box pops up: 

   

2. Check the information showed in the dialog box. 

3. Optional: To modify the information, click Edit and modify the related 
information in Edit Device Info dialog box. 

  The edited information will be synchronized with that in Device Info interface. 
See Check and Edit the information of the CNC system for details. 

  Note: * refers to a required item. 

4. To input the description about your problem, click Next in Online Repair 
interface and input the description. 

  NcGateway automatically reads last 5 pieces of errors with Error level from 
the target NcStudio. 

  In addition, you also can input the description within 200 characters and add at 
most 6 attachments in your PC. 

  Attachments are not available to integrated CNC systems. 

5. Click Next. 
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After reporting a repair by the CNC system on your PC, the repair ID shows in Send 
on Device dialog box. 

4.4.2.2 By the QR Code 

This operation is used to report a repair online by scanning the QR code for repair 
through the official account NcCloud. 

Before reporting a repair by the QR code, do the following: 

1. Follow the official account NcCloud. 

2. Register NcCloud. 

To report a repair by the QR code, do the following: 

1. To get the QR code, click Send by QR Code in New Repair area of Online 
Repair interface. Send by QR Code dialog box pops up: 

   

2. Scan the QR code through the official account NcCloud and do related settings. 

  See Use Online Repair for details. 

  You also can add photos of the factory scenes and other details. 

3. Click Submit. 

  The basic information of the CNC system and problem description in 
NcGateway will be synchronized with those in the WeChat version of NcCloud. 
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After reporting a repair by the QR code, the repair ID shows in Send by QR Code 
dialog box. 

4.5 Register the CNC System 

This operation is used to get information for registration, including the QR code, 
device ID and registration information, and scan the QR code by WeChat version of 
NcCloud, so as to register the CNC system. 

To register the CNC system, do the following: 

1. To enter Registration interface, click Registration: 

   

2. Open WeChat, enter the official account NcCloud and click NcCloud. 

3. Do one of the following: 

– For non-suppliers, do the following: 

1. If the application Registration Application has not been added 
to My Apps, add it. 

2. Click Registration Application of My Apps area. 



上海维宏电子科技股份有限公司 

SHANGHAI WEIHONG ELECTRONIC TECHNOLOGY CO., LTD. 

 23 / 31 

 

– For suppliers, do the following: 

1. If the application Registration Approval has not been added to 
My Apps, add it. 

2. Click Registration Approval of My Apps area. 

4. Click Scan QR Code, scan the QR code in Registration interface and do related 
settings by instructions. 

4.6 Check Data Analysis 

This operation is used to check yesterday’s utilization rate and OEE of the machine 
tool, distribution of today’s working time (running, idle, E-stop and unavailable 
status) and today’s alarm statistics (errors, warnings and information). 

Based on the distribution of yesterday’s working time, yesterday’s utilization rate 
and OEE are calculated on the next day. 

To check data analysis, do the following: 

1. To enter Registration interface and check related data analysis in the table, 
click Registration: 
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2. Optional: To check data analysis in charts, click Chart. Monitor Dashboard 
dialog box pops up: 

   

  The timeline in the dialog box is set to check the running status of machine 
tools at all periods of the whole day. 

  



上海维宏电子科技股份有限公司 

SHANGHAI WEIHONG ELECTRONIC TECHNOLOGY CO., LTD. 

 25 / 31 

 

4.7 Use System Setup 

This operation is used to set your language preference of NcGateway, IP or domain 
name of xFactory and frequency of NcGateway sampling data from NcStudio. 

To use system setup, do the following: 

1. To enter System Setup interface, click System Setup: 

   

2. Do one of the following: 

– To set your language preference, click Select language dropdown box in 
Usage habit area and select the target language. 

  Restart NcGateway to validate the setting. 

– To set the IP or domain name of xFactory, input the IP or domain name 
in Set IP or domain name input box in xFactory area. 

  It serves Product Trace function of xFactory. To be specific, through 
Product Trace function, running data Product ID for CNC system 
3Cv12 can be transmitted to xFactory with the specified IP or domain 
name. 
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– To set the frequency of sampling data, input the frequency in Set 
sample rate input box in Data sampling area. 

  Unit: ms. 

5 FAQs 

This part includes frequently asked questions that you may have about NcGateway. 

5.1 How to know if NcGateway has been installed in the current 
system? 

Phenomenon 

It is not sure that NcGateway is installed in the current system. 

Solution 

To check if NcGateway has been installed in the current system, do one of the 
following: 

• For integrated CNC devices: Check if there is a NcGateway button on the 
operation interface. 

• For control cards: Click Start → All Programs, and check if there is a 
NcGateway folder. 
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5.2 What to do when the QR code and the verification code 
cannot be displayed on the homepage of NcGateway? 

Phenomenon 

After starting NcGateway, the QR code and the verification code cannot successfully 
be displayed. 

Cause 

1. The CNC system is not connected to the Internet. 

2. Do not run NcStudio and NcGateway as an administrator. 

3. The Internet condition is bad. 

Solution 

1. Check the networking condition and confirm that the CNC system is properly 
connected to the Internet. 

2. Run NcStudio and NcGateway as an administrator. 

3. Wait for 30 seconds and press F5 to regain the QR code and the verification 
code. Or open the manager and end NcCloudAdapter.exe, click Start → All 
programs →NcGateway, run NcCloudAdapter.exe as an administrator and 
restart NcGateway. 

5.3 What to do if NcGateway fails to work after restarting the 
computer? 

Phenomenon 

Cannot start NcGateway after restarting the computer. 

Solution 

Check if NcCloudAdapter.exe process exists in the task manager: 

• If it exists, see What to do when the QR code and the verification code cannot be 
displayed on the homepage of NcGateway? for details 

• If it does not exist, click Start → All Programs → NcGateway, and run 
NcCloudAdapter as an administrator. 

  To avoid such a problem next time, please check if NcCloudFirstRun is 
prohibited from automatic startup after starting the computer by security 
softwares, like Tencent PC Manager. 
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5.4 What to do if the local data interface of NcGateway fails to 
work? 

Phenomenon 

The local data service of NcGateway fails to work. 

Solution 

1. Run NcGateway as an administrator and import the encrypted authorization 
file corresponding to the device ID. 

2. Click MTC Service to start the local data service. 

5.5 Is reauthorization required when the device ID is changed or 
a new operating system is installed? 

Phenomenon 

Reauthorization is required when the device ID is changed or a new operating 
system is installed. 

Cause 

An authorization file is exclusive to the device ID. 

Solution 

Ask for the other authorization file and import it again. See Authorize xFactory for 
details. 

5.6 Which functions of NcGateway can be used without 
networking? 

The following functions of NcGateway can be used without networking: 

• Checking the information of the CNC system 

• Enabling MTConnect protocol (Data management) 

• Enabling local data backup (Data management) 

• Online repair - Reporting a repair online by the QR code 

• Registering the CNC system 

• Checking data analysis 

• Using system setup 

To use cloud data interface of NcCloud, reporting a repair by the CNC system on 
your PC (online repair) and remote assistance, confirm that the CNC system has 
been connected to the Internet. 
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5.7 What to do if the database file is garbled when it is 
converted to a CSV file? 

Phenomenon 

Use DB.Browser.for.SQLite to export data from the database to a CSV file. But this 
CSV file is garbled. 

Cause 

Database files of NcCloud are encoded in UTF-8. However, a CSV file does not specify 
the encoding format. Therefore, if you open the file in Microsoft Excel in wrong 
encoding format, Chinese characters may become unreadable characters. 

Solution 

Manually set or select the encoding format when you open the CSV file. 
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6 Software License Agreement 

Important—Read Carefully before Using This Product: 

The term “Software Product” includes all copies of the licensed software and its 
documentation. This license agreement is a legal agreement between You (either an 
individual, a legal entity or any affiliated companies or other entities) and Weihong 
Electronic Technology Co., Ltd. (hereinafter referred to as Weihong Company). By 
installing, copying, or otherwise using the Software Product, you agree to be bound 
by the terms and conditions of this license. Unless otherwise stated in this 
agreement, you shall not use, copy, revise, rent, or transfer the Software product or 
any part of the Software Product for any other purposes. 

Description of Further Rights and Restrictions: 

1. You may install for use one copy of the Software Product on a single machine; 

2. You may make a copy of the Software Product for archive or backup purposes 
and the copy is to be used on this machine only; 

3. You may transfer the Software Product and the license agreement to a third 
party, provided that the third party accepts the terms and conditions stated in 
this agreement, with prior express permission from Weihong Company; 

4. When transfer confirmed, you shall transfer all the copies of the original 
documents and the supplementary documents to the third party or destroy all 
the copies un-transferred. 

5. You can use the Software Product on a network server or intranet server only if 
it is stipulated in explicit terms that you are allowed to use the Software Product 
on a network server or intranet server, or you have purchased license for each 
node and terminal using the Software Product; 

6. You may NOT sublicense, assign or transfer the license agreement; 

7. You may NOT or direct any third party to reverse engineer, decompile or 
disassemble the Software Product; 

8. You may NOT copy or transfer the Software Product or any part of the Software 
Product unless otherwise expressly stated in this agreement; 

9. The license agreement shall be terminated automatically upon you transfer the 
Software Product or copies of all or part of the Software Product to a third party. 
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Intellectual Property Rights Notice: 

The Software Product and all intellectual property rights therein (including but not 
limited to any all copyrights, patents, trademarks, and publicity rights) are owned 
by Weihong Company. The Software Product is protected for Weihong Company on 
the basis of copyright law and international treaty provisions as well as on the basis 
of other laws and agreements regarding intellectual property. You are not allowed 
to remove the copyright statement made in the Software Product, and guarantee 
that you shall copy the copyright statement in all copies of the Software Product or 
of any part of the Software Product. You are obliged to stop any form of illegal 
copying of the Software Product and accompanying materials. 

After-sales Guarantee: 

Weihong Company guarantees that for 90 days from the date of shipment the 
software carrier will be free from defects in materials and workmanship. When such 
a defect has been confirmed, our only responsibility is to replace the software 
carrier. This remedy is your exclusive remedy. This after-sales guarantee is invalid 
for any carrier defect caused by accidents, abuses or maloperation. The replaced 
software carrier enjoys the remaining guarantee time of the original software 
carrier or of a 30-day guarantee time, whichever is longer. 

Except as the after-sales guarantee made above, the Software Product does not 
enjoy any other form of after-sale guarantee. 

Limitation of Liability: 

The above guarantee, whether made explicitly or by implication, constitutes the 
entire contents of the guarantee, including guarantee for the commerciality and 
applicability of special application aim. Whether you follow other terms in this 
agreement or not, Weihong Company, as well as its agents and sales staff, will not be 
responsible for any profits loss, availability loss, business break-off or any forms of 
indirect, special, accidental or inevitable damage or claim made by any third party, 
generated from the using of the Software Product, even if Weihong Company has 
been informed of the possible occurrence of such events in advance. 

Termination: 

This license may be terminated by Weihong Company at any time once you violate 
any terms or conditions made in this agreement. Once the license is terminated, you 
are obliged to destroy all the copies of the Software Product or return them to 
Weihong Company. 

 

 



Shanghai Weihong Electronic Technology Co., Ltd.

Address: No. 1590, Huhang Rd., Fengxian, Shanghai, China, 201401

Hot-line: 400 882 9188 

Website: www.weihong.com.cn/en
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